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Tutorial Qutline

° This tutorial shows how to set up a CipherShare
Office for a mythical company called XCORP.

* XCORP has three divisions — Finance, Production
and Sales.

°* Each division has a number of users that need to
secure documents that are used collaboratively.

°* Each division is located in a different place.
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Tutorial Qutline

° If you are an existing CipherShare customer
performing an upgrade from version 2.1, then you
should review the CipherShare Migration Tutorial.

°* Whether a new or existing CipherShare customer,
you should have your CipherShare License Key
before proceeding with the installation/migration.

rove n Copyright © 2006 Proven Security Solutions

I SECURITY SOLUTIONS www.provensecuritysolutions.com




Server Setup

° Insert the CipherShare
Installation CD into a drive

on the server Install CipherShare

= Install CipherShare EEWHL\\S

* Click Install C|pherShare View User's Guide
Server . View Server Setup Tutorial

View Readme

* Follow the prompts to install Install Acrobat® Reader
Browse CD
the server component.

Exit

* C(Click Exit on the installation
menu.
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Service Manager

* Launch the Service Manager r—— |
s CipherShare Service Manager b
— Start / Programs / CipherShare Server ot |sewice | status| Setings | fices |

_ CI|Ck C|pherShare SerV|Ce Manager Azsurency EipherShareSewicehjlanager
. [2] 2000 - 2006 Kasten Chasze Applied Research
VerSIOn 3 Wersion:  3.0.318
Build Date:  Dec 82005 13:36:51
~ License

°* The About screen is initially Frasiston Hane

displayed as shown at the right. e

Expiry D ate:

* Click the Set License button to e _|

input license information.
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Service Manager — Set License

Service Manager - Set License

° Input the Organization Name ST,
and License Code exactly as License Code: |
provided.

The service muzst be stopped and restarted for changes to this setting
to take effect.

] Cancel |

Service Manager - Set License

Organization Mame:; IK::n:urp

* When the information is
correct, click the OK button.

License Code: [5443.4147-6489-B0 33-4008-B275-BAE 4-4FEY

The service must be stopped and restarted for changes to this setting

to take effect.
QK [E I Cancel
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Service Manager — Set License

* |Ifthelicense code is valid,

the following items are -

About IServicel Status | Settings | Offices |

d | S p | ayed : Agsurency CipherShare Service Manager
(2] 2000 - 2006 K.aszten Chaze Applied Rezearch
— LAN Adapter MAC Address o
— User Limit Build Date:  Diec 8 2005 13:36:51
— Expiry Date [

Orgamzation Mame: *corp
Licenze Code: BA49-4147-6489-BD33-A008-B275-64E 4-4FE9
Server MaC: 00-02-3F-7FD-40-20

* Click the Settings tab to o i
configure specific server
parameters. Done |
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Service Manager - Settings

° Click the Browse button to
select the directory where

th e CI p h erSh are Server 5 CipherShare Service Manager - x|
. . #bout | Service | Status  Settings | Offices |
Database will reside. | =
. Database F'ath:| Browse. .. I
{ If deSIred, Change the TCP/IP TI:F'.-’IF'F'Drt:|2222— ™ Also listen an port 443
Port on which the server Sy I;"Td—'
listens for incoming client Dowrioad URL |
C O n n ectl O n S . Download Comment:
¢ |f d eS I red y m O d ify th e Keep The zervice must be stopped and restarted for changes to these settings to take effect.
Alive Timeout value from the

[ione |

60 second default.
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Service Manager - Settings

Define the Download URL where

CI I ent LI p d ateS WI | I StO red . EtipherSharE Service Manager ﬂ
Enter acomm ent th at Wl I | be &bout I Servicel Statuz  Settings | foicesl
displayed if a client download is Database Pat [~ o sl
re u | I’ed TCFAIP Poit; (2222 [T Alzolisten on port 443

q ) Tranzport Security Level: |IHSSpus v
Select the Transport Security Keep Alve Timeaut: [F0 sacands
L evel to b e u S ed b etween th e Dawnload LRL: Iftp:h"ftp.:-:u:u:urp.cuma’EipherShare
client and server. This should Povriozd Comment {ersion 2.0
match the highest encryption level

. The zervice must be stopped and restarted for changes to these settings to take effect.

you plan to assign to documents
in your CipherShare offices. pore_|
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Service Manager - Settings

°* When all settings have been
completed, click the Offices
tab to create the first Database Patf: [-\corp! Browse.._|

H . TCRAR Port: (2222 [ flzolisten on port 443
CipherShare Office. |
Tranzpart Security Level: Im

F.eep Alive Timeout: IED seconds

stipherSharE Service Manager x|

Download LRL: |ftp:Ha’ftp.xcnrp.cnmftiphers hare

Download Comment: [Werzion 3.0

The zervice muzt be stopped and restarted for changes to these settings to take effect.

[Done |
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Service Manager - Offices

°* A CipherShare Office is a
secure repository for &G Ciphershare Service Manager x|
documents Owned by a #bout | Service | Status | Settings  Offices
collection of users. e

* C(Click the New button to
create an office.

MHew %J Delete Reindex Enable Uzer | Refresh |

[ione |
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Service Manager - Offices

°* Assign aname to the office.

— The Office Name must be specified by Service Manager - New Office
a user when connecting to the
CipherShare Server. Office M ame:
* The first account created for an [
office is that of the Root ~ Roat Securty Officer
Security Officer. Uzername:
* The Root Security Officer Jrso
account is the base from which Full Mame:
mutual trust stems for all |Froot Security Dfficer
subsequently created accounts Email
in the Office. |
°* Change the Username, Full Description:
Name and Description as |Root Secuity Dfficer
desired.

aFk. Cancel

* Also add an email address for

the Root Security Officer.
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Service Manager - Offices

Service Manager - New Office

°* When satisfied with the
entries, click the OK button Office Name:

corparate
to create the Office and the Joop

— Roat Security Officer

Root Security Officer e

account. Jrso

Full M ame:

IFh:n:ut Security Officer

E mail;

Isysadmin@:-:n:nrp.mm

Drescription:

IFh:n:ut Security O fficer

aFk. [_: I Cancel
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Service Manager - Offices

Service Manager - Root Security Offic

°* Atemporary password is

created for the Root Security =
Officer. ~ Root Security Officer

* This password can only be |U
used once at the time of the Fost Socry O7em
first login. Emai

Isysadmin@:-:u:urp.mm

* Record the Office Name,

D ezcription:

Username and Password as oot Securiy Offcer
. . Pazzword:
they will be required at the a3t
tl me Of fl rSt | (@) g | n. WARMIMG: pou must zecurely record thiz kemporary

Foot Secunty Dfficer pazsword. Once this dialog iz
clozed, the paszword cannot be recovered. ou may

() Wh en th | S h aS b een d O n e’ chooge a new Root Security Officer pazsword by

logging into the new office.
click the OK button.

p rove n Copyright © 2006 Proven Security Solutions
s

SECURITY SOLUTIONS www.provensecuritysolutions.com




Service Manager - Offices

°* Now that the first office has
been created, click on the &5 Ciphershare Service Manager x|

About | Service[:gStatusl Settings Offices

Service tab.
NametE
° |f at a later time you would
like to create additional
offices, you can return to the
Offices tab to add them. R e e

[ione |
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Service Manager - Service

°* On an initial installation, the
CipherSh are SerVice doeS ECiDhEI‘ShaI‘ESEWicE Manager EI
not yet exist on the server. T R e

Status:

Service doss not exist.

* Click the Install button to
. . |nstall Uninztall Start Stop Rexztart
install the service. Q

If the service fails to start, conzult the the log file, CipherShareServerLog tat, located in
the databaze directony.

[ione |
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Service Manager - Service

* Oncethe service is installed

on the server, click the Start T =
b u ttO n tO Start th e Ahout  Service | 5tatus| Settings| foicesl
CI p h erS h are Se rV I C e . ?':;u:n:awice iz niot running.

|nstall I Uninztall | Start | Stop Rexztart

°* Now that the CipherShare
Service has been installed
and started, it will
automatically be restarted
whenever the server is

If the service fails to start, conzult the the log file, CipherShareServerLog tat, located in
the databaze directony.

[ione |

rebooted.
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Service Manager - Service

* The status field on the
service tab should indicate 5 Ciohershare Service Manager =
that the service is running. s S0 | st 0|

Status:

The zervice is running.

* Click the Status tab for

. . |nstall Uninztall |’TI Stop Rexztart
further status information.

If the service fails to start, conzult the the log file, CipherShareServerLog tat, located in
the databaze directony.

[ione |
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Service Manager - Status

°* The Status tab displays how
- x
Iong the SerVICe haS been .-’-'«bu:nutISewice StatUSISettingslﬂfficesl

rU n n I n g . Up time: 0 days, 00 hours, 00 minutes, 13 seconds

Uzer licenses: 34 uzer licenzes congumed out of 35 total user licenzes

Online users: 0 uzers logged in.

° It provides an indication of
the number of user licenses
that are currently used on
the system.

|zername | Qffice | Login Time

° |t also provides a list of
users that are currently Done |

connected to the server.
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Install CipherShare Client

° On the server or any = Install CipherShare%
Workstatl on, | n Stal | Install CipherShare Server
CipherShare from the View User's Guide

In Stal | at| on CD . View Server Setup Tutorial

View Readme

Install Acrobat® Reader

Browse CD

Exit
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Root Security Officer — Initial Login

°* Launch CipherShare
— Start / Programs / CipherShare
— Click on CipherShare Version 3

b @ ACcessories

0 Iy

£ & Internet Explorer

' @ Dacuments P &) windows Media Player

E I% Settings . IE Ciphershare L 5 i_iphershare Yersion 3
: % Search [

o]

=

it @ Help

§ ﬁﬁ Run

AMstart || 4] & © W] X
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Root Security Officer — Initial Login

°* The CipherShare “Connect to
Server” window appears.

°* Profiles allow you to create and — BesssaSutitmls E
subsequently recall connection o= Pl [P =] x|
specifics for different Usemame: | Cancel |
CipherShare Offices. Password: | Help |

Office Mame: | Caps Lock |

* In this example, we need a ;;“mki:'Pwd .

profile to connect as Root

Security Officer for the
administration of Xcorp’s
corporate CipherShare Office.
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Root Security Officer — Initial Login

°* The profile name “Xcorp
Admin” is chosen.

CipherShare - Connect to Server X|

* The Username, Password o= Poile freonea < [ ok ]
and Office Name values that Hsemame. 'fjf xxxxxxx %I
were saved when the office D:Nd :pt —Icam me
was created are entered. . G |

[T Remember Pazsword 5ettings>>[ |

* Click the Settings button to
fill in other specific details
related to the connection.
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Root Security Officer — Initial Login

Ciphershare - Conneck to Server

x|
. - Prafile: |Hcorp admin j Ok I
* Click the Browse button to Bl e [ ——
select the directory where Pt [ e |
Office Mame:  |corporate Caps Lock
the local database of | otk |
. . . [~ Wk Offline
CipherShare files is to be [ST . —— Setings < |
stored (normally this s | s |
defaults to a local private I™ ResetLocalDatabase
data area) “nternet Server Host: I
Intranet Server Host: || Intranet Settings... |
¢ Enter the IP addreSS Or DNS Server Part; |2222—
name of the CipherShare Prow. [Nore =l
Prozy Server Host: I
Server (for now make both ey st [———
the Internet and Intranet Prosy Usemane: |
Values the Sam e) Prosy Pazzword: I
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Root Security Officer — Initial Login

CipherShare - Connect ko Server x|

#ﬁ Profile: [»4corp Admin |

£ K

° Set the Server Port to the PO -
value configured on the Df:-as;wdi : E HT k|
Settings tab of the Service _Copetock |

[ whork Offline

M an ag er ™ Remember Pazsword Settings << |
D atabaze Pathr I'\Application DatahCipharShare Datah Brawse... |

[~ Reset Local Database

¢ Cl I C k th e O K b U tto n to Imternet Server Hozt: Icipher&hare.:-:u:u:urp.u:u:um

estab | i S h th e C O n n eCtI O n #|mtranet Server Host: Icipher&hare.:-:u:u:urp.u:u:um Intraret Settings...
: Server Port: |2222

Keep Alive Timeout: |1ED seconds

N

Prossy: INDne

Prowy Server Host: I

Fro=y Server Port: I

Proxy Uzemame: I

Prosy Pazsword: I
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Root Security Officer — Initial Login

Ciphershare - Security Policy Wizard

° Since this is the initial RSO
connection for this office,
the Security Policy Wizard is
automatically activated.

* Select the level of encryption
for all user documents
stored in the office and click
Next.

This wizard will quide vou through the process of configuring the security policy For
vour Ciphershare office,

As the Rook Security OFficer, it is wour responsibilicy to select the cryptographic
security level For this office, Your selection applies to the entire office and s fixed
for the life time of the office and cannot be changed.

The AES-128 security level is recommended for most offices, The AES-192 and
BES-256 security levels offer stronger security at the cost of slower performance,

{+ AES-128 and equivalent algorithrns (ECC-283, HMAC-SHA256)
{~ AES-192 and equivalent algarithms (ECC-409, HMAC-SHASSH)

" AES-256 and equivalent algorithrns (ECC-571, HMAC-SHAS12)

= Back I Mext = & I Cancel Help
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Root Security Officer — Initial Login
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Now set the validity period for
user keys, enable Password
Reset or enable Account
Recovery.

Password Reset is
recommended. It allows a user
to confirm their identity and
enter a new password if their
current password is forgotten.

Don’t enable Account Recovery

until there are sufficient users
configured in the office.

Click Next.

Ciphershare - Security Policy Wizard - Keys

IV Key Expiry: |24 rnonths

—I¥ Enable Password Reset

Suggested questions:

add...

Queskion | -
what are the first Few words from the chorus of mw £,
What happens ta the main character in my Favorite ...
what is ey best childhood memory?

what is mey Favorite book?

What is rw Favorite hobbey? LI

Edit...

Remove

Reset Al

i

—I Enable Account Recovery
Total Mumber of Recovery Agents: I 2 3:
Threshold Mumber of Recovery Agents: I z 3:

Default Recovery Agents:

User Mame | Full Mame | Security Officer

Add/Remove, .. |

< Back I Mext = é! Cancel

Help

www.provensecuritysolutions.com
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Root Security Officer — Initial Login

Ciphershare - Security Policy Wizard - Passwor

°* Now set the parameters
[ Password expiry: I— days

C O n t ro I | I n g p aS S W O rd I e n g t h ! W Disallow reuse of previous passwords within:
validity timeframe, reuse e g (T T e
ru I eS y m I n | m u m |en gth , etC . Minimum password length: IS_

I Disallow known values
Check For substrings of username, full name, office name, etc, Minimum
matching substring length is 4. Comparison is case-insensitive.

v Disallow dictionary words v but allow phrases

® Cl I C k N ext . MMatch dictionary words of length 3 or more. Comparison is case-insensitive.

A phrase is a password with at least 3 words,

¥ Do quality checks

Require 3 of 4 character classes (digit, upper, lower, other),

Check for patterns ('aaa’, 'abc’, 'abab’) of length 3 or maore.

Check that a majority of the characters are unigue,

Check that a majority of the characters are high-entropy {lower or upper),

¥ Do bi-directional checks

Check for reverse known values, dictionary words, and previous passwords,

< Back I Mexk :b& I Cancel Help
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Root Security Officer — Initial Login

Ciphershare - Security Policy Wizard - Miscellanen':

° Finally set miscellaneous P

user interface parameters. pocusorandon Da (1 o2=2) R FRRRRG

—Feature and Command Enabling

¥ Force use of inackivity timeout lockout Tazxiraunm: IT rninutes
. .. I Force use of EFS, where available

® CI | C k Fl n | S h to e n d th e Iv allowing skipping of secure delste or work file prokection

. . . [ Allow "Remember My Password"

Security Policy Wizard. I Dy Logn Warring

v allow suppression of security warnings

Allowy Export command

Allaw Archive command

Allawy Email command

Allows Print command

Allow Email Mokification command

JC B S B S Y

Allowy Export bo Office command

— Texk Cuskamization

Texk | Custom | 4| IrnEark, .. | Expart.., |
Edit Warning no -

Wigw \Warning o Wigw | Reset |
Impart ‘Warning no LI
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Root Security Officer — Initial Login

* Since this is the first login
for this account, the User |
CipherShare - User Security Wizard x|

tomatically exc

automatically executed.

Thig waizard waill guide pou through the process of secunng your CipherShare account,

* Click Next.

< Back Mest » Cancel Help
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Root Security Officer — Initial Login

° You must establish your
own password.

" Before this can be done, you

m u St r ead t h e W a-r n I n g teXt Select a new, zecret password to replace your temporary password. T his new pazsword is not revealed to

the CipherShare server or any other Lzer.

ab O u t t h e i m p O rt an C e Of Please review the following advice before selecting your password: @

Click here to review the pazsword securnity policy selected by wour Root

p aS S W O r d S . Security Dfficer:

Mew Pagsword: I Unmask:

Wiew Policy...

i

Canfirn Mew Paszword: I Caps Lock

[ ] CI i C k Read M e i Pazzword Requirements:

¢ Back et > Cancel Help
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Root Security Officer — Initial Login
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Carefully read the
information displayed.

It is important that you

understand the significance

of remembering your
password and keeping it
private.

When ready, click the OK
button to continue.

Ciphershare - Password Read Me

WARNIMNG! CipherShare cannot recover your password if you
forget it.
Tou MUST remember your password, Forgetting vour password may
result in losing access to all your data. If your CipherShare
Security Officer has enabled the Password Reset or Account
Recovery options, vou will be able to recover your data - but not
vour password - if you have enrolled in these options.

Your password protects the keys to your documents.
Keep your password safe. If someone else learns your password,
there is a very good chance they can get yvour docurnents.,

A good password is complex, yet easy to remember.
Long passwords are much better than short passwords. A password
with less than & characters can be hacked by almost anyone quickly
and easily. Unfortunately, longer passwords are hard to remember.
ou can write it down if you have to, but keep it in a safe place.

"lohnQSmith” is longer than & characters, but if yvour nare is John Q.
Zmith, it will be one of the first things a hacker tries. Don't use
English wards, either -- a very comman hacker tool is the “dictionary
attack', which tries every word in the dictionary {(and variations and
combinations), Remember that not all attackers will be English- or
French-speaking; choosing a foreign word seems like a good tactic
against dictionary attacks, but it isn't. Additionally, dictionary attacks
can be launched against movie titles, song lyrics, and famous quates,
etc,

rour CipherShare Security Officer has configured the password
requirements for this office. Requirements may include a minimum
length, a rminimum rmix of characters, exclusion of dictionary words
and other known values, and other requirements.

The recommended method:
1. Choose a sentence that means something to you, but that other
people won't be able to quess.  (e.q., "My dog's narme is Fido,
and he's six")

2. Take the first letter of each word. Try to ensure that there's a mix
of upper-and lower-case |letters, numbers, and symbaols. Feel
free to deviate from the first-letter rule if it makes the result
stronger {e.q., "Md'niF,&h'a"),

Mow you have a password that's both strong {long and cryptic) and

easy for you to remember.

|»

-
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Root Security Officer — Initial Login

°* You can now enter your own
Ciphershare - User Security Wizard - Password 1[

password. New Password
£y Fun Fu Fhn
[ J
Select a new. secret password to replace your temporary password. This new password is not revealed to

Prompts in the Password .
Req u i re m e n tS d i S p I ay Wi I I Please rewview the following advice beDI;B selecting your password: Read Me. . |

Click here to review the pazsword securnity policy selected by wour Root

d iS ap p ear a_s yo u r p aS SWO rd Security Officer: Wiew F'olicy...l

fulfills the Security Policy NP | [tk |
. Canfirm New Password: I Caps Lock |
r eq u I r e m e n tS . Pazzwiord B equirements:

x»’-‘«t least 8 characters
xAt least one character from three classes: lowercase, uppercase, d

* Click Next to proceed.

4| | i
¢ Back I et > | Cancel | Help |
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Root Security Officer — Initial Login

* |If Password Reset is

. Ciphershare - User Security Wizard - Password Reset 1[
enabled, you must provide New Password
answers to a set of _
q u eSt i O n S . :I:a?::::iij?:j;allowing advice before selecting your questions:  Read Me...[ ! @
1] =l Mask |
. . 2 ||  CapsLock |
°* Before doing this you must a | gl
. . 4 =
read instructions about : =

Password Reset by clicking
the Read Me button.

¢ Back et > Cancel Help
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Root Security Officer — Initial Login

* Click the drop down to select

One Of the pred efined CipherShare - User Security Wizard - Password Reset x|
) ] New Password
questions or type in your own.

Select a get of perzonal guestions and secret answers that may be uzed to help vou recover a

° Enter the answer to theright.  fzemmse e o |
°* When all 5 questions have 1] 2 |
been answered, click Next to j: j”: _Caprton |
continue. ‘] =]
| il

° If you forget your password,
you must answer these
guestions in a Security

Officer’'s CipherShare session
to reset your password.
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Root Security Officer — Initial Login

° You have now completed the

o o
Initially as the Root Security

You have successfully secured your CipherShare account.

Mew digital zignature and encryption key pairs have been generated for pou, Your private keys are
enciypted using keys derived from pour password and are not revealed to the CipherShare server or to any
other user.

Please review the office security policy a3 defined by vour Root Secunity Officer View Palicy. . |

’ CI i C k t h e Fi n i S h b u tto n tO Far general help or further information, please consult our web site:
continue. o e K con

¢ Back I Finizh [_: I Cancel Help
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oot Security Officer — Initial Login

You should now see the
CipherShare Desktop.

iphershare - rso - corporate

System Documents Messages Chat

View Help

=101 x|

o

Connect

%

Lockout

=

Disconnect Back

n & =

Explore  Work Edit

2

Foryand

=

iewy

B &

Check Gt Chedk In

‘L

Chat

]

Search Compos

| |

Impart

2

e Reply

@ Ciphershare Office
= ﬁ Users
E-[2) Messages
- Message Inboc (1)
£ Sent Messages (1)
9 Flagged Messages (0
- Bf§ Search Messages (0)
M Deleted Messages (00
=B Documents
i

At this point the Root
Security Officer can prepare
the office for the creation of
users.

Transfer Docurments (0}
Download Documents ()
Search Documents (0)
EH Al Documents (1)
g Deleted Documents (0}
=0 Users

(] rsn's documents

[ Subject | % | Sender | Recipients | Date Sent © |

Total Size: |

=1 Welcome to CipherShare rso rso 2004-02-07 11:33:48 AM

LKE

From: rz0 To: =0

Subject: 'Welcome to CipherShare

Welcome to CipherZhare.,

CipherShare is the fastest and easiest way to securely store and share
documents and files with the other users in your teamn or office.

Remenber that i1f you are unsure sbout how to do something in CipherZhare,
"Help™ is just a click away.

Creating welcome message. .
Message created

Creating welcome dacument. ..
Welcome document created

Document created: Welcome to CipherShare.rtf (170 ms)

[CIfER

Document created: Welcome ta CipherShare. |1 selected

't 17k8 [ 4 10k

% Online

B

Copyright © 2006 Proven Security Solutions

QC URITY SOLUTIONS

www.provensecuritysolutions.com




Root Security Officer — Office Setup

stipherShare - rs0 - corporate

Swstem Documents  Messages Chat  Wiew Help

. : % & 9 M B
Cl I C k SySte m O n th e to p %“ Disconnect Back Forward Seatch Irnpott E
? - _D Subject
M e n u | I n e - “_"‘I‘J Lockout... 2 Welcome ko Ciphershare
<= Back
=)
°* Move the mouse pointer Change My Shatus >
Edit My Details. ..
down to User Manager. Change Pesspord... )
From: rzo
Manage keys... ) Subject: “Welcome to CipherShare
Key Signing...
. Key Recovery R )] Welcomse to Cipher3hare.
=
* Click on User Manager. " ® | |
Cipher3hare iz the fast
User Manager ... [: documents and files wit
share Groups. ., 1)

Remember that if wou ar
"Help™ is just a click

Wigw Security Palicy...

Edit Security Policy. ..

Options...
Exit Fiphershare.rtf (170 ms)
Document created: WWelcome bo CipherShare. |1 selected :l:
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Root Security Officer — Office Setup

* Click the New button, move
the mouse pointer over to
Section and click.

Full Mame Security Officer | ]

g 130 Foot Security Officer corporate

* We will create 3 sections.
- Finance
- Sales

— Production

1% Do ot send notification ema bo nevw users
7 Send notification ermailbo rew users

| Send notification emailand temporany password b new users

R
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Root Security Officer — Office Setup

Each time we add a new
section, we are prompted to
enter the section name.

Some organizations may
prefer to use geographic
section names.

This is arbitrary and can be
chosen by the organization
as desired.

It is also possible to create
subsections.

Ciphershare - User Manag i[
Section Mame:
|Finann:el
k. Cancel |
Ciphershare - User Manag i[
Section Mame:
|5ales{
k. Cancel |
Ciphershare - User Manag El

Section Mame:

Praduction

OE.

Cancel |
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Root Security Officer — Office Setup

* We could now add users to the sections.

°* However, in a large organization, the Root Security
Officer may not personally know every individual in
the organization.

* Creating Local Security Officers in the sections
allows the delegation of control to individuals with a
more immediate relationship to the users.

°* We will create a Local Security Officer in each
section.
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Root Security Officer — Office Setup

* Click on the section name
‘ Flnan Ce” to hlghllght |t_ Iy Ciphershare - User Manager * x|
|

Full Mame Security Officer I ]

[ | |
P CIICk on the NeW button, g 0 Root Securty Officer  corparate m
then move the mouse to —oe |
User and click again. ]
o |

Impart....

% Donot send notification emailto new users
= Send notification email b new users

" Send notification email and temporan password ko new users

p rove n Copyright © 2006 Proven Security Solutions
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Root Security Officer — Office Setup

* Enter
— Username Ciphershare - User Details g X]
— Full Name Usemame®: |lso-finance
- Emall Full M arme™ IFinanu:e Local Security Officer Lancel |
Email*: |Isn-finance@xcnrp.cnm 4|H =

°* The Phone and Description
fields can be filled in later by
the actual account owner.

FPhore: |

D escription: |

[T Account Dizabled

°* Ensure the Security Officer s

bOX |S Checked ....................................

* Click the OK button to
continue.
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Root Security Officer — Office Setup

°* Repeat the previous steps to

add Local Security Officers x
- Full Name Securty Dfficer | 0 |
to the Production and Sales = | - —

Sections.

°* When this is done, the User
Manager window will look

like this.
°* Take a moment to verify that
everything is spelled F oiam o
cor I’eCtIy and in the rig ht " Send notfcation emai and temporary password to e users é
place.
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Root Security Officer — Office Setup

° If there are any errors,

correct them now. rere———

°* You can specify how each ST comms e st~
user will be notified about R e P Lo S e
his/her new CipherShare ) :

account. Dekie

°* As the creating security
officer, you will receive a
CipherShare message with S
all the account details. S

" Send notification emai and temporary password to new users
* Click the OK button to create

I L

the accounts.
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Root Security Officer — Office Setup

* Click on the Users folder of

=101 %]

System  Documents Messages Chat  Wiew Help

our CipherShare Deskto A A s A28 8 E BB E
] Connect Disconnect Lockout Back Fonward Seatch Irnport Explore Itk Edit i Check Gut Check In
_!3 Uszermame | Full Mame | & Trust Level | Statuz © | Last Activiy
- Root Security Officer @ Fully trusted Online 12:34:51 PM
e Th e I I St Of n eW u S ers S h 0 u I d B Inhox (2 Fliso-finance Finance Local Securi... % Untrusted
@ S:;:iﬂgeisz Z: ((2)) ﬂlso-production Production Local Se... % Unkrusted
y Blso-sales Sales Local Security... % Untrusted

appear to the right. | D
@ ;M Deletted Messages (1)
=-EH Document s

* Notice that at this stage the
new users are considered to | 2o

- [5H Transfer Documents (0}
I:% Download Documents (0}

be untrusted. B st

ﬁ Deleted Documents {0}

* They will remain in this state | ~=* |l I s
until they have created S
Public/Private Key Pairs and Seseier—ros  wuwe Sk

had them signed.
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Root Security Officer — Office Setup

* Click on the Message Inbox
folder of your CipherShare

=10l x|

Desktop. S EEIEEEN T
. . D Subject | % | Sender | Recipients | Date Sent ©
* The list of messages in the T T T M S— T 7!
Inbox should appear to the
right. J | !
From: To:

Subject:

-[5E Transfer Documents {0}

* A User Manager Log
L T . 5] Dawnload Dacuments (0
message contains the P

----- ﬁ Deleted Documents (00

details of the accounts just | ““&isnm.
Changing status... ;I
created. etk
Changing status...

User status change complete

QIEL K

® DOUbIe CIICk thiS message User status cha [2 messages [t z20kB [ ¥ 11k 25, online
to view its contents.
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Root Security Officer — Office Setup

° Contact each of the
individuals who will act as
Local Security Officers.

°* Have them install
CipherShare and connect to
the office using the
username and temporary
password in the message
(follow the steps detailed in
slides 20-25 and 31-36).

proven

SECURITY SOLUTIONS

B User Manager Log (rso) 2004-02-07 11:58:08 - Ciphersh I =]
Message Edit  Wiew Help

Co B W8 # " g E%

Reply Reply Al Forward Zut Copyy Paste Unda Help

To Irso

From: IISD

Diate: IFebruar_l,J 7. 2004, 11:58:11 AM
Subject: |User Manager Log [reo) 2004-02-07 11:58:08
User Manager Log for Z004-0z-07 11:58:08 AM =
Created User
Tsernatoe lzo-sales
Password: 45c?vthefi
Office Name: Corporate
Section: Sales
Subsection:
Full HWatne: Sales Local Security Officer
Description:
E-m=ail: lso-sales@xcorp.com
FPhone MNumber:
Enalbled: Tes
Security Officer: Tes
Created User
Username: lso-production =
Password: ahpkScx7Zk
Office Name: corporate
Section: Production
Subsection:
Full Name: Production Local Security Officer
Description:
E-mail: lzo-productionfxcorp. com
FPhone MNumber:
Enslaled: Tes
Security Officer: Tes LI

www.provensecuritysolutions.com
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Root Security Officer — Office Setup

* After the Local Security
Officers have connected t0 e M=

System  Documents Messages Chat  View Help

the office, the Users listwill = 2 2 & » = 2 & & ° = = =
) Connect Disconnect  Lockout Back Farward Search Irnpatt Explare Itk Edit Wiew Check Gut Check In
@ Ciphershare Cffice 1= _!3 Usemame | Full Mame | &= Trust Level | Statuz © | Last Activity
ap p ear as S h O W n m Heer glso-ﬂnance Finance Local Securi,.. @ Untrusted Cnline 12:59:29 PM
" =RE gs:ﬂages — lglso-production Production Local Se... @ Untrusted Online 12:58:02 PM
| @ S::::ﬂgeis; :: Efz; Hlsa-sales Sales Local Security... @@ Untrusted Online 12:56:18 PM
5 Flagged Megsages () grso Root Security Officer @& Fully trusted Online 12:52:25 PM
ﬁ Search Messages {0}
PR M Deleted Messages (0)
E-Ef Documents
°* Not that th K :
otice lna elr Keys no
longer have ared X over
. I:% Download Documents {03
them, but they are still Ao L | =
] y lso-sales has connected ;I
lso-production has connected
d lso-finance has connected -
u n t r u S t e . Security policy L |4 users :':| 1 21KB | } 14kB [% Cnline v
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Security Officer — Key Signing

°* The Root Security Officer and each of the Local
Security Officers must perform mutual key signing.

* Key Signing should be conducted using an out-of-
band, direct communication channel (e.g. phone or
In person).

°* We will illustrate the Root Security Officer (rso)

mutual key signing with the Finance Local Security
Officer (Iso-finance).

°* The same process is then carried out for the other
Local Security Officers.
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Security Officer — Key Signing

°* Finance LSO right clicks on
his entry for Iso-finance,
moves the mouse to
Fingerprint and clicks to
display his fingerprint
window.

°* RSO right clicks on his user
entry for Iso-finance, moves
the mouse to Sign Key and
clicks to display a sign key
window.

roven

CURITY SOLUTIONS www.provensecuritysolutions.com

System Documents Messages Chat  Wiew Help

& L 3 e 9 i [ B & B & E
nnnnn t Disconnect  Lockout Back Forward Search Imnpott Explore 1ok Edit Wi Chet
@ CipherShare Office 2 Usemame | Full Mame | &= Trust Level | Status T
, B ey —T—
" Eessagest lglso-p ki usted Online
-
neuments lglso-sales [ B Compose Hew Message fusted Cnling
& SianKey. . ted onl
| Fingerprint... Iy |
KN — 0
|t selected [t 3k [¥ 4xe & oniine | y
ECipherShare - rso - corporate o |EI|5|

System  Documents Messages Chat  Wiew Help

& %c % = 2 ¢4 (S @ & B & E
nnnnnnnnnnnnnnn Lackout Back Fanward Seatch Irnpott Explore Iilark Edit e Cher
@ CipherShare Office % Usemame | Full Name | & Trust Level | Statuz =
m Users
Messages #l0-production tusted Orline
'@ D DDDDDD tS g -
lso-sales [ B Compose New Message  frusted Cnline
rso | Sign Key., | [y trusted Online
R
Fingerprint. ..
N i
<1 selected [ 1 218 [ ¥ 148 [ oniine [ Y
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Security Officer — Key Signing

Ciphershare - Key Fingerprint for lIso-finance

¢ The FI nance LSO fl ngerprl nt Sighing Public Key | Trust I Encryption ey Hecwer_l,ll

WI ndOW d ISplayS a Sequence Uzernarne: ||s-:u-finan::e

Of WO rd S th at | saun | q ue DF:U” mame: :Fir'lar'n::nat Laoeal Security Officer
. . . ICE Name.  |corporate

representation of his public Key Number: i

key Key Type: [ECC-NISTK283

Date Created:  |2004-02-07

Ewpiry Date: | 2005-02-07

Fingerprint: |BI35834D4 2229F324 7DA4BEIA SEOZFYE AFT1C3BEF

mace grope cobb zpel brood cauchy wham cave learn peel rare
numb maolal ache balk kurt prowl Blip crete watch

k. I Help
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Security Officer — Key Signing

Ciphershare - Sign Key x|

Y Th e R S O SI n K e W I n d O W K.ey signing establishes your trust of another user's public key, This bust s used bo
g y detect man-in-the-middle attacks which attempt to substitute fake public kevs and
intercept pour shared documents or meszages.

S h O u I d h aV e th e S am e Usemame: [lsofinance
fl n g er p r I n t WO rd S eq u en C e . Fullname:  [Finance Local Security Dfficer

Office name:  |corporate

Fey Mumber: |1

°* This sequence must be e s
verified with the Finance S

Expiry Date:  [2006-02-07

L S O t h rou g h t h e out-o f - b an d Fingerprint: (36683404 2229F 324 7DA4BE34 BE021F7B AF1C3BEF

mace grope cobb spell brood cauchy wham cave leam peel rare

C 0 m m u n i C atl 0 n C h an n eI . numb molal ache balt kurt prowvl blip crete watch

Y'ou ehould only gign a key that you have verfied by reading the key fingerprint to
the key's owner over the phone, or in person, to ensure a match,

At the zame time, the owner of this key should sign your key. Wy Fingerprint... |

°* When the sequence has

v Allow tranzitive bust trough this uzer's key

b ee n C O n f I r m ed y R SO C I I C k S If wou choose to allow transitive trust through thig uger's key, then any keys zigned

by this user's key are indirecty trusted by you,

the Yes button to sign the
key.

Are pou sUre pou wWant bo sigh this user's key? Your signature will be
zhared with all other ugerg, indicating that you trust this key.

Tex Mo Help

)

hy
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Security Officer — Key Signing

EEipherShare - rso - corporate - IEllll
System Documents Messages Chat  Wiew Help
B O 3 E= P ¢ [ a & B & E
® RSO - h t | - k h - t Connect  Disconnect  Lockout Back Farward Search Irnpott Explote Ilark Edit Wi Chec
rl g C I C S O n I S e n ry @ CipherShare Office g Username | Full Name | &= TrustLevel | Status T
3 Users lglso-l’inance Finance Local Securi,., @& Fully trusted Orline

(=] Messages

for rso, moves the mouse to 938 Oocunens Provroduin prodatoniocdten. & wrinated e
. . . W illy brusted
Fingerprint and clicks to PR Compon o Hessat

Sign Key...

display his fingerprint [ o
window J | s

k|1 selected [t 21k [ 15k 25, oniine |

ECipherShare - Iso-finance - corporate . =] ]
System  Documents Messages Chat  Wiew Help

°* Finance LSO right clicks on B % % | ¢ o | A |D| @ & B B |
Canmec! t Disconnec t Lockout Back Fanward Seatch Irnpott Explore Iilark Edit e Cher

- @ Ciphershare Office [ Usemanme | Full Name | &= Trust Level | Stz

h I S u S er e n t ry fo r rS O y m U= lgglso-ﬁnance Finance Local Securi... @ Fully trusted Onc

B@-{3) Messages #lso-production  Production Local Se... @® Untrusted on

=2 D t
& Documents lglso-sales Sales Local Security.,. @@ Untrusted on

moves the mouse to Sign T R————

_B Compose Mew Message

Key and clicks to display a -
sign key window

KN

L[t selected [t 1«8 [¥ 1ke [ oniine |

Nz
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Security Officer — Key Signing

* The RSO fingerprint window “‘”‘” E" ‘“”'“'”“‘ —
. 1amng Fubhc ke | Truzt | Encryphion key Recovery
displays a sequence of

Usermame:  |rzo

words that is a unique Fullname: [Floot Securty Offce
representation of his public e

Ky Mumber: |1
key. Kep Type: [ECC-NISTHZE3

Date Created:  |2004-02-07

Expiry Date:  [2006-02-07

Fingerprint: |F'| 250E73 46B4F300 F37FECCE 304CESEC BADD4BAS

weird bugt azide hying drag queny wyatt zoagy wham lize hays
zkied corus evoke tonsil vigt room taboo eureka play

ak & I Help
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Security Officer — Key Signing

roven

SECURITY SOLUTIONS

The Finance LSO sign key
window should have the
same fingerprint word
sequence.

This sequence must be
verified with the RSO
through the out-of-band
communication channel.

When the sequence has
been confirmed, Finance
LSO clicks the Yes button to
sign the key.

Copyright © 2006 Proven Security Solutions
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Ciphershare - Sign Key : x|

K. zighing establizhes pour trust of another uzer's public key. This trust is uzed o
detect man-in-the-middle attacks which attempt to substitute fake public keys and
intercept your shared documents or messages.

Uszemame: |rzo

Full name:  [Fioot Security Officer

DOffice name:  |comporate

Key Mumber: |1
Kep Twpe: [ECCMISTE 283
Date Created:  [2004-02-07
Ewpiry Date:  |2005-02-07
Fingerprint: |F'I 250E 73 46B4F300 F37FECCE 3D4CEZEC BADD4BAS

weird bust azide hying drag quen wyatt soaqgy wham lize haps
zkied cyruz evoke tongl vizit room taboo eureka play

You should anly sign a key that pou have verfied by reading the key fingerprint to
the key's owner over the phone, or in perzon, to enzure a match,

At the zame time, the owner of this key should sign your key. by Fingerprint... |

v Allowy tranzitive trust through this user's key

If wou choose to allow transitive tust through this user's key, then any keys signed
b this user's ke are indirectly tugted by pou,

Are you sure you want to zign this user's kew? Your signature will be
shared with all ather users, indicating that you trust this key,

T'es Mo Help

LY




Security Officer — Key Signing

EEipherShare - rso - corporate i ] 4]

System Documents Messages Chat  Wiew Help

. . B s 3 E= P i [ B & B & E
[ J Th rr] t I k Connect  Disconnect  Lockout Back Fopward Search Impart Explore Work Edit e Chet
e u u a. ey S I g n I n g @ CipherShare Office g T | Full Name & Trst Lovel B
m Cazls @Iso-ﬁnance Finance Local Securi,.. @& Fully trusted Cnline
b etW e e n t h e R S O an d t h e Messages lglso-procluction Production Local Se... @ Untrusted Online

-=H Documents
a8 lglso-sales Sales Local Security,,. @ Untrusted Cnline

Fi n an C e L SO I S n OW Frso Root Security Officer @ Fully trusted online
complete.

KN |
/

|4 users [t 21k [ 13k 25, oniine |

ECipherShare - rs0 - corporate o |EI|5|

* The RSO must repeat these

B8 % e 9 ¢4 (S @ & B & E
S t e p S fo r t h e Ot h e r L O C al Connect  Disconnect  Lockout Back Fanward Seatch Irnpott Explore Inlor: Edit e Chec
@ Ciphershare Office % Usemame | Full Mame | & Trust Level | Status °
- - m Ut %Iso-ﬁnance Finance Local Securi... @ Fully trusted Online
SeC u r I ty Offl C e r S . " Messages lglso-production Production Local Se... @& Fully trusted Online
i Documents lglso-sales Sales Local Security... @& Fully trusted Online

o When Com plete’ the R S O Hreo Root Security Officer @ Fully trusted online
Users list will show that
each LSO is fully trusted.

I K —

k4 users — S [ ¥ z6xE [ oniine |
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Security Officer — Key Signing

* The Finance LSO will
Observe an indireCt trUSt stiphershare-Isu-finance-curporate * ;[QIEI
relationship with the other B

B 2 % e = ] [ oy ﬁ; B B E
= - Connect Diisconnect Lackout Bac Forward Search Irnport Explora Il Edit Wiew Chec
tWO L O C a'I SeC u r I ty Offl C erS . @ CipherShare Office _!E |l zermarne | Full Name | &= Trust Level | Status ©

MR Users

o v lso-finance Finance Local Securi... @& Fully trusked Cnline

: (+-[=] Messages i . . b "

[ ) T h b h H Iso-productlon Production Local Se. ., % Indirectly trusted  Cnline

I S O C C u rS eC a'u S e eaC B Documents lglso-sales Sales Local Security. .. % Indirectly brusted  Cnline
lgrs Root Securiby Officer @& Fully trusked Online

LSO granted Transitive Trust
to the RSO, i.e. an LSO will
trust any key the RSO has

sighed. K

w=

°* This concept will be
extended as the Local
Security Officers create user
accounts.
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Adding Users to the Office

°* Each Local Security Officer creates accounts for the users in
their department as follows:

°* Finance ° Production ° Sales
— Alice - Dave - Henry
- Bob - Ellen - lda
- Carol - Fred - Jack
- Grace

°* We will assume that all but the last account has been set up and
follow the process as the Sales Local Security Office creates the
account for Jack and establishes mutual trust with it.
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QC URITY SOLUTIONS

Local Security Officer — User Creation

roven

EtipherShare - Iso-sales -

:

System  Documents

The Sales Local Security -

Officer creates a user % Lot
<P Back

account for Jack Jefferson. =

Change My Status 3
Edit My Details...

Change Password. ..

Manage Keys...

Click on System, move the
mouse pointer down to User

Key Jigning...

Key Recovery 3

User Manager, .. [:

Wigw Security Policy, ..

Manager and click again.

Opkians. ..

Exit

corporate =10l x|
Messages Chat Yiew Help
e 9 dh [ a & BF & B
Back Forward Search Irnpatt Explare Ik Edit YWiew Check Gut
© Usemname /| Full Mame | & Trust Level | Status
ﬁgalice Alice Ashcroft % Indirectly trusted
Ebob EBob Billings W8 Indirectly trusted
Ecarol Carol Collins B Indirectly brusted
Edave Dave Dunmore 9B Indirectly brusted
Eellen Ellen Easter B Indirectly brusted
EFred Fred Finch 9B Indirectly brusted
Egrace (Grace areen B Indirectly brusted
Ehenry Henry Hunt @@ Fully trusted
Eida Ida Indigo @@ Fully trusted
Elso-Finance Finance Local Security Officer 9B Indirectly brusted
1] Elso-production Production Local Security Officer % Indirectly trusted
lglso-sales Sales Local Security Officer @@ Fully trusted Online
0) Erso Ruoot Security Officer @@ Fully trusted
(o
)
enks
4] | 2l
—— [t zxB [ ek 25 online 4
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Local Security Officer — User Creation

= anager : x|

* Notice that the Sales Triihs I

E‘@ gﬁlehenry Henry Hunt ﬂl

LSO can only see the =y G |
Sales Section. e |

°* The Sales LSO clicks on :II
the New button, then
moves the mouse to T

= Send notifization emailand temporan password b new users

User and clicks again. 4
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Local Security Officer — User Creation

°* Enter
— Username _ .
Ciphershare - User Details
- FU” Name zername™ IiE'lCk _luK :}
- Emall Full M ame*: IJackJeffersnn
— Phone and Description can be Emai: [fack@scom.conl
entered now or left to be filled in Phone: |

later by the actual account owner

°* Ensure the Security Officer
box is NOT checked.

D escription: |

[T account Disabled

[ Securty Officer

* Click the OK button to
continue.
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Local Security Officer — User Creation

°* The User Manager window will
now look like this. -

W CipherShare - User Manager * |
°* Take a moment to verify that FullName oy | K|
everything is spelled correctly  |* ?oe —— Coree
and in the right place. X Sl e |
g losales Sales Local Securty . Sales
* |f there are any errors, correct
them now. %{
* You can specify how each user —
will be notified about his/her mpot_|
new CipherShare account.
* As the creating security officer, oo uiicsionemsito e e
you Will receive a CIPherShare i oo o sionoss
message with all the account /

details.

* Click the OK button to create
the account.
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Local Security Officer — User Creation

* Click on the Users folder of
the CipherShare Desktop. =il

B2 % g h [ [EX] &; B & &
- i kot Bad Forwvard Search Irnport Explore 1 Edit Wisw Check Gt
® Th I t f h I d Conned t Drisconned b Lodl _
e I S O n eW u S ers S O u l@ CipherShare Office !} Usemame /| Full Name | &= Trust Level | Status
h . h EE’] ges galice Alice Ashcroft @B Indirectly trusted
t t t = bob Bab EBilings % Indirectly trusted
ap p e ar O e r I g - i B9 Message Inbox (3) B caral Carol Callins @8 Indirectly trusted
Lo S Sent Messages (3) ﬂd % direct] p
) ) lllll E Flagged Messages (0) ﬂ ﬁwe El‘lave;)u:more % ind?rectly :rus:ed
Y N t t h t t t h t t h Lo Search Messages (0} ellen en Easter rdirectly truste
O I C e a. a I S S ag e e _____ § Deleted Messages (00 Blred Fred Finch BB Indirectly trusted
E@ Documents ﬂgrace Grace Green @8 Indirectly trusted
MO ) Recent Documents (1) ﬂhenrv Heriry Hunt @ Fully trusted
e n t ry fo r J aC k \J Eff e r S O n I S ..... B! Unread Documents (00 ﬂida Ida Indigo @ Fully trusted
----- E-:a Lacked By Me (0) ﬂjack Jack Jefferson M Unkrusted
n ! d r d t b n t r t d --[# Flagged Documents (0) ﬂlso-ﬂnance Finance Local Security Officer 9B Indirectly trusted
C O S I e e O e u u S e IR I Incomplete Tasks (0) ﬂlso-production Production Local Security Officer @8 Indirectly trusted
{38 Transfer Documents (0} mlso-sales Sales Local Security Officer @ Fully trusted Oriline
° . . . P | B Dowrload Documents (00 || $Frso Fook Security OFficer @ Fully trusted
----- B S b Dn ks (0
It will remain in this state | Howcaie ()
N | R ﬁ Deleted Documents (00
until Jack has connected to | ==&
L1 lso-sales's documents P | | LI
A

the CipherShare Office, e e e AR
created a Public/Private Key
Pair and had it signed.

p rove n Copyright © 2006 Proven Security Solutions
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Local Security Officer — User Creation

* Click on the Message Inbox
folder of the CipherShare e i

System Documents  Messages Chat  Wiew Help

Desktop. " & & | e o | & | B |8 & ¥ B|&
Conned t  Disconnac t Lockaout Back Forward Search Irnpatt Explara otk Edit Wiew Checl: Gt
H . @ CipherShare Office [ Subject | % | Sender | Recipients | Date
® Th e I I St Of m eS S ag eS I n t h e Eg qur;ges “{User Manager Log (lso-sales) 2004-02-07 19:51:05 s lsa-sales 200
""" MR g S\:L::?: c:g Z;:h\?usl:j_:cafisi?ﬁ;ager Loglzgos-zlae;s) 2004-02[500?: s1E:;h?;1 05 ggg:
Inbox should appear to the | geereseso o
. Recipients: lso-
. ----- ﬂ Search Messages (0) D:E;p!:'?gn:: ZSDDDT}?DEZS—D? 7151106 PM
r I g h t . @E Dieleted Messages (0) | Total Size: 506 bytes |
=-BH Documents
&b From: To:
Subject:
°* A User Manager Log _
m eS S ag e C O n tal n S th e f—{é} Transfer Documents (0)
----- [% Download Documents (07
H Trie~d+ | gy Search D ks (0)
details of the account just | Py
----- ﬁ Deleted Documents (0)
=0
C r e at e d . 5----{:s|e:sso—sales's documents
GlS messages i:| 1 SKE | b 16kE {% Online v

°* Double Click this message
to view its contents.
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Local Security Officer — User Connection

* Contact Jack.

°* Have him install CipherShare
following the steps detailed
In slides 20-25 and 31-36.

°* Have him connect to the
office using the username
and temporary password in
the message.

proven
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B User Manager Log {Iso-sales) 2004-02-07 1 =100 x|
Message Edit Wiew Help
TR - I % " L £
Reply Reply Al Forward Zut oy Paste nda Help
T I|SD-SEI|ES
Frann: I|SD-SEI|ES
D ate: IFEI:uruar_l,l 7. 2004, F:51:06 Pk
Subject: ILlser M anager Log [lzo-zales] 2004-02-07 15:51:05
U=er Manager Log for 2004-02-07 7:51:05 PHM (=3
Created TUser
UTsername: jack
Password: Sgoedolkuw
Office MNagne: corporate
Jection: SJales
Subsection:
Full HName: Jack Jefferson
Description:
E-mail: jacklxcorp. com
Phone Number:
Enabled: Yes
Security Officer: Lo —
=
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Local Security Officer — User Connection

I CipherShare - Iso-sales - corporate =10l x|
* After Jack has connected to
B % % e 2 #h [ 5 & F = &
Connect Disconnect  Lockout Back Forwand Search Impon Explore Uitk Edit e Check Out
- y @ ciphershare office ¥ Usemame /| FullName | & Trustlevel | Status
the Ice., the Sales S o Duce s vty s
y == ésﬁg“ N Bob Bob Billngs BB Indractly trusted
g Message Inbox (3) Learol Carol Collins BB Indirectly trusted
. N . K2 Sent Messages (1)
Edave Dave Dunmore @ Indirectly trusted
-5 Flagged Messages (0)
3 5 Bellen Ellen Easter @8 Indivectly trustad
. earch Messages (0) E @
m Deleted Messages (0) fred Fred Finch Indirectly trusted
=-BR Documents Borace Grace Green B8 Indrectly trusted
8 Recent Documents (1) Lhenry Henry Hunt & Fully trusted
® 1 1 B2 Unread Dorumerts () | Bida 1da Indigo @ Fully trusted
O I ‘ e a a' S e n O B Locked By Me (0) Bjack. Jack Jefferson @ Untrusted Oriine
Flagged Documents (0} Bilso-finance Finance Local Security Officer B Indirectly trusted
[ Incomplete Tasks (0) Fiso-production  Production Local Security Officer 88 Indirectly trusted
= E Transfer Documents (0) | @ iso-sales Sales Lacal Security OFficer &= Fully trusted Orling
O n e r aS a r e O V e r I t Download Documents (0) | fBop Root Security OFficer @ Fully trusted
y Search Dacuments (0)
EH Al Documents (1)
. . . A Deleted Documents (0)
=7 Users
utitl Il u u ) -y —— K
014 users — [t 5k8 ¥ 17k 25, oriine [ 4

R Ciphershare - jack - corporate —[Of x|

System  Documents Messages Chat Wiew Help

B & % | & 5 |

B"@&E@E

Y J k’ U I M t Cornazt Disconnest  Lockout Back  Forward | Search | Impor | Exploe Mok Edit View | Check ou
ac S u S er S e r S I S @ ciphershare Office £ Usemame /| Full Name | &% TrustLevel | Status
R Lalice Alice Asheraft &= Untrusted
. . : gs;‘*:;sa S Bob Bk Billngs & Untrusted
< Leorol Caral Colins @ Untrusted
42 Sent Messages (1)
[] Ldave Dave Dunmare @ Untrusted
b Flagged Messages (0) [
B Search Messages (0) Eellen Ellen Easter @= Untrusted
54 Deleted Messages (0) fred Fred Finch &= Untrusted
. 2B Documents Baace Grace Green & Untrusted
* Notice that Jack sees
! Unread Docurnents (0) Lids Ida Indigo @= Untrusted
5 Locked By Me (0) Bjack. Jack Jefferson &= Fully trusted Gnline
1 ¥ Flagged Documents (0) Liso-finance Finance Local Security Officer G Untrusted
ncomplete Tasl so-production  Production Local Security OFficer Untruste
B8 Incomplete Tasks (0) Biso-prog d ] fricer G d
B8] Transfer Documents (0) Hisc-sales Sales Local Security Officer @ Untrusted arline
Download Documents (0] | fFrsa Root Security Officer @ Untrusted
s Search Documents (0
H All Documents (1)
u n r u S e . ] Deleted Documents (0)
= Users
~{1 jack's documents _;I
E[14 users ———— [t 9kE |4 ke |95 online 4
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~10/x]

5( iphershare - jack - corporate

User Key Signing

,

System Documents Messages Chat  View Help
B % % & 2 #h [ g & B B =
Connect  Disconnect  Lockout Back  Fomand Search Import Explore Work Edit Yiew Check Out
@ ciphersnare Office £ Usermame < | Ful Name | &= Trust Level | Status
D Eeeis Balice Alice Ashcroft @ Unkrusked
7= gs;lages S Oitch Eob Bilings @ Untrusted
. . . assage Inhnt ﬂcarn\ Carol Collins @ Unkrusked
. 2 Sent Messages (1) ﬁdave Dave Dunmore @= Untrusted
ack ri CIICKS Oon niIs entr o it 0 |
56 Search Messages (0) ﬂe\len Ellzn Efaster @ Urkrusked
Lok M Dileted Messages (09 fred Fred Finch @= Untrusted
= =2 Documents Egrace Grace Green @ Unkrusted
for jack, moves the mouse to e sl
] B Unread Documents (03 Lida 1da Indigo @ Untrusted
) Lacked By Me (0} Hack J. on —
- - - Flagged Documents {0} ﬂlsu-ﬁnance Finance Local Se
I n g er p r I n t an C I C S to Incomplete Tasks (0) ﬂlsn—prnduct\nn Production Local _B Compose New Message
@ Transfer Documents (0) lso-sales Sales Local Secu S Online
. . . . Download Dacuments (O} Firso Roat Security Ol Sl
Search Documents (0} Eingerprint...
isplay his fingerprin k
g Deleted Documents {0}
B Users
. B Ny
window e >
. L1 selected — [t [¥ 9k 5, oniine [ 4
stiphershare - Iso-sales - corporate - E||L|
System Documents Messages Chat  Yiew Help
H &2 5 = 2 & [ 5 & B & &
. . Cornect Disconnect  Lockout Back  Fopward Search Import Explore Work Edit iew Check Gut
* The Sales LSO right clicks egrmens [ i o
Users g i i .
alice Alice Asheroft % Indirectly trusted
=XE] gs:ﬂages Inbo (3) gbub EBob Billings % Indirectly trusted
. -
=9 S:::‘:’Iiis: 2: @ gcarul Carol Collins % Indirectly trusted
O n I S u S ‘ !r ( En ry O r J aC y - Flagged Megsages o gdave Dave Dunmare @ Indirectly trusted
B} Search Massages (0 Belen Ellen Easter BB Indirectly trusted
- M Deleted Messages (0) ﬂfred Fred Finch @ Indirectly trusted
m O V es t h e m O u S e to SI n 5B Documents Lorace Grace Green B8 Indirectly trusted
%] Recent Documents (1) Bhenry Herry Hunt @= Fully trusted
Unread Documents (0 Bida 1da Indigo Fully brusted
. . E&l Locked By Me (0) tiack Jack JefFerson
K e an d C | I C kS to d I S | a a Flagged Documments {0} ﬁlsn—ﬁnance Finance Local Se usted
-1 Incomplete Tasks (0) Bliso-production  Production Local [P Compose New Message  [Usted
55 Transfer Documents (0} leu-sales Sales Local Secu 7 d Crline
= - -] Dowrload Documents (0) | Brso Root Security Of H
sign key window -
. 2 Al Documents (1)
g Deleted Documents (0)
= Users
{1 lso-sales's documents |4 I _,I
Ut selected [t sk b 17kB |25 oniine v

roven
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User Key Signing

°* The fingerprint window for
jack displays a sequence of
words that is a unique
representation of his public
key.

Ciphershare - Key Fingerprint for jack

Signing Public K.ey | Trust I Encryption Key Recovery

Izemarme; |iau:k

Full name:  Wack Jefferson

Office name:  |corporate

Key Mumber: |1

Fey Type: [ECC-MISTEZ283

Date Created:  [2004-02-07

Expiry Date:  |2006-02-07

Fingerpriit: |F9F83?4? A80D2523 CCE99A7YE EE3A43C0 B422B7CS

wyatt wizh craig diink pitch april bust brunt skim freud numb legal
hweak crest depute zelma querny brood razh shunt

DK& I Help
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User Key Signing

CipherShare - Sign Key x|

K.en signing establishes wour trust of another uzer's public key. Thiz trust iz uzed to

® Th e Sl g n K ey W | n d O W fo r detect mar-in-the-middle attacks which atbempt to substitube fake public keys and

intercept pour shared documents or messages.

jack should have the same Usemane:fack
fingerprint word sequence. e :iif;f:fw

1 Key Mumber: |1

‘ Thls Sequence mUSt be Fen Tope: |EEE-NISTK283

Verified by the Sa|es LSO DateFreated: 2004-02-07
with Jack through an out-of- P

Fingerprirt: |FEIF83?4? AZ0D 2523 CCE33A7E EE3A43C0 B422B7C4

b an d C O m m u n I C at I O n wpatt wizh craig drink pitch apil bust brunk skim freud numb legal

tweak crest depute zelma query brood rash shunt
channel.

You should only zign a key that you have verified by reading the key fingerprint o
the key's owner over the phone, or in person, to ensure a match,

&t the same time, the awner of this key should sian your key, My Fingerprint. .. |

¢ Wh e n th e S eq u e n C e h aS ™| &llovs ransitive tust through this user's key
b ee n C O n f i r m ed ’ t h e S al eS If you choosze to allow transibive trust through thiz uzer's key, then any kevs zsigned

b thiz uzer's key are indirecty trusted by you.
LSO clicks the Yes button to
sign the key.

Are pou gure you wanht to gign this uger's key? Your zsignature will be
zhared with all other uzers, indicating that vou tust this key.

ez Mo Help

i
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[] []
l | S e r K e ; I I l I | I J herShare - Iso-sales - corporate -|E||5|
System  Documents Messages Chat  View Help

&%%@ﬂﬂ‘@@&@@”@

Conec: Disconnect  Lockout Back  Forward Search Import Explore Wark Edit View | chedk cut
Ciphershare Office
&
[@ co £ Usemame /| Full Name | & TrustLevel | Status
g I:SE'S B alice alice Ashcraft @B Indirectly trusted
2 ésﬁges Tobo (3) | Bab Bilings 9B Indirectly trusted
i — ﬂcarn\ Carol Callins Indirectly trusted
$FA1 Sent Messages (3)
. . % Flagged Messages (0) Ldave Dave Dunmare @B Indirectly trusted
* The Sales LSO right clicks il | 2 ravei
H M Dilited Massages (0) ﬁfred Fred Finch % Indirectly trusted
. EI B Documents ﬁgrace Grace Green 'E Indirectly trusted
on his entry for Iso-sales rowtiomontJl | o ruly vl
y B Unread Documents (0) Bida Ida Indigo o Fuly trusted
J Lacked By Me (0] & jack Jack Jefferson & Fully trusted Grline
8 Flagged Documents (00 ﬂlso-ﬁnance Finance Local Security Officer % Indirectly trusted
l I l O V eS t e l I l O u S e to ] Incomplete Tasks (0} production  Production Local Security OFficer 'E Indirectly trusted
Transfer Documents (0} =
. . . Download Documents (0} | Frso Root Security Officer
Fingerprint and clicks to i ) coos o s
ocuments
g Deleted Documents () dign Key...

display his fingerprint | I .

K [t selected —— [t ek [¥ 15k [ anline I
window.

-1/ x]

Systern  Documents Messages Chat  Wiew Help

L T & 9 ] B 5 & B & S
Connect Disconnect  Lockout Back  Forward Search Import Explore  Work Edit Uiy Check St
I@ Cipherhare Cffice € Useiname /| Full Name | & TrustLevel | Status
[ ) 1 1 1 g Ueers Lalice Alice Ashcraft @ Untrusted
aC r I g C I C S 0 n I S u S er E Messages Boob Bob Billngs @= Untrusted
E7 Message Inbos (1) Bearal Caral Collins @ Untrusted
£ Sent Messages (1)
.3 Flagged Messages (0) Bdave Dave Dunmare @ Untrusted
e n t ry O r S O —S a eS m O V eS g} Search Messages (0 Belen Ellen Easter &= Untrusted
] : g Deleted Messages (0) ﬁﬁ'ed Fred Finch &= Untrusted
. = Documents Laace Grace Green @ Untrusted
th e m O u S e to SI g n K e an d -2 Recent Documents (1) Lhenry Henry Hunk &% Untrusted
y 23 Unread Documents (00 fida Ida Indiga @& Untrusted
B Locked By Me (0) l%iack Jack Jefferson @= Fully trusted online
- M T H Flagged Documents (0) ﬂ\sofﬁnance Finance Local Security Officer @& Untrusted
C I C S to I S p ay a S I g n ey [ Incomplete Tasks (0) [ 5] oduckion  Praduction Local Security Officer @ Untrusted
Transfer Documents (0) e
. Download Documents {0} Fran
window. et s oo
g Deleted Documents (0)
B D Users Eingerprint
L7 jack's documents 4 | | _.I
C[1 selected T [¥ 11k 25 online [ 4

p rove n Copyright © 2006 Proven Security Solutions
SE

CURITY SOLUTIONS www.provensecuritysolutions.com




User Key Signing

CipherShare - Key Fingerprint for Iso-sales

°* The Sales LSO fingerprint Sigting Public Key | Trust | Enepiion Key Recavery |
window displays a sequence Lisemane: [sorsaies
of words that is a unique e :::z;::f"56‘““””*““’
representation of his public Key Number: [

Fey Type: [ECC-MISTE232

key.

Date Created:  |2004-02-07

Expiry Date:  [2006-02-07

Fingerprint: |?554?92? FOEFEO11 6B3B3AED 10661924 C2ARSFEZ

kurt flush knock cater weak watch gaur aviate grub crete crest
wary blip goafy bitten cave shill pethy gamut laren

k. E I Help
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User Key Signing

°* The sign key window for Iso-
sales should have the same
fingerprint word sequence.

°* This sequence must be
verified by Jack with the
Sales LSO through an out-
of-band communication
channel.

°* When the sequence has
been confirmed, Jack clicks
the Yes button to sign the
key.

Ciphershare - Sign Key

k. zighing establizhes your trust of another uger's public key. This trust is uzed to
detect man-in-the-middle attacks which attempt to zubstitute fake public keys and
intercept pour shared documents or messages.

Username: [lzo-zales

Full name:  [Sales Local Security Dfficer

Office name:  |corporate

Key Mumber: |1
Kep Type: [ECC-MISTE283
Date Created:  [2004-02-07
Expiry Date: |2006-02-07
Firgerprint: |?B 547327 FOEFEOT1 6E3B3AED 10661924 C2AR5FE2

kurt fluzh knock cater weak watch gaur aviate grub crete crest
wary blip goofy bitten cave zhill petty gamut loren

You zhould anly zighn a key that you have verified by reading the key fingerprint to
the key's owner aver the phonhe, or in person, ko ensure a match.

At the zame time, the owner of thiz key should sigh your key. by Fingerprint... |

W Allow transitive trust thiough this user's key

If you chooze to allow transitive trust through this uzer's key, then any keys signed
b thiz uzer's kep are indirectly trusted by you,

Are pou zure pou want ko zign thiz uzer's key? our signature will be
zhared with all other ugers, indicating that pou brust this key.

Yes Mo Help
s

Copyright © 2006 Proven Security Solutions
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User Key Signing

[ ) T h m t I k y I g I g EtipherShare - Iso-sales - corporate _1Ol =]
e u u a e S I n I n System  Documents Messages Chat  Wiew Help
between the Sales LSOand * % &2 & 2 2 S 2 & 0 & ¢
Connect  Disconnect  Lackaut Back Forward Search Irnpatt Explare Itk Edit Wiew Check Gur
. @ CiphetShare OFffice 7 Usemame © | Full Mame | &= Trust Level | Status
Jack is now complete. R T Coice Bl Fehrah B Tuireci, e
E‘ @is:‘;ﬁges b (3) Ebob EBob Billings ‘@ Indirectly krusted
; & S:rsnts:‘?:ss: Zz 3 Ecarol Carol Collins % Indirectly trusted
e Edave Dave Dunmore @B Indirectly trusted
(4% Flagged Messages (0) '
Fielen Ellen Easker '@ Indirectly trusted
- B Search Messages (0 0 ; !
. . M Deleted Messages () EFr'ecl Fred Finch % Indfrectly trusted
® S | L SO 1 U | t | | BB Documents grace Grace Green Indirectly trusted
a eS S S e r S I S W I - [2%) Recent Documents (1) Ehenry Henry Hunk G Fully brusted
! Unread Documents (00 Fida Ida Indigo @= Fully trusted
a e ar | I k e t h I S &1 Locked By Me (0) lgjack Jack Jefferson @= Fully trusted Orling
p p . -4 Flagged Documents (00 Elso-ﬁnance Finance Local Security Officer % Indirectly trusted
[ Incomplete Tasks (0} Elso-production Production Local Security OFficer ‘@ Indirectly krusted
--5H Transfer Documents (0) lglso-sales Sales Local Security Officer @& Fully trusted Orline
Download Dacuments (0) | $rsn Rook Security Officer = Fully trusted
--[ji Search Documents (0)
-2 all Documents (1)
@ Deleted Documents {0)
I'_—'I{:I Users
[ Iso-sales's documents || 4 | | >
k [14 users —————— |t kB | ¥ z0kB |3, ornline 4
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User Key Signing

* Jack’s Users list will appear
like this.

°* Notice that Jack now has an
Indirect trust relationship
with all other users in the
CipherShare Office.

* Jack can now securely chat,
message and share
documents with trusted
users of the Office.

roven
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R Ciphershare - jack - corporate =1Ol x|
System Documents Messages Chat  Yiew Help
W g2 % a S i [ 5 & B & B
Connect Disconnect  Lockout Back Forwand Search Irnport Explore Inlatk Edit Wiew Check Gt
@ Ciphershare OFfice 7 Usemame /| Full Mame | &= Trust Level | Status
Usars alice Alice Ashcroft B Indirectly trusted
R ﬂboh Eiob Billings W8 Indirectly trusted
% ;q:;s;g;izzzz ((11)) £ caral Carol Collins 9B Indirectly trusted
.9 Flagged Messages (0) Fldave Drave Dunmore % Indirecthy brusted
B} Search Messages (0] Lellen Ellen Easter BB Indirectly trusted
[ - M Deleted Messages (0) Bfred Fred Finch BB Indirectly trusted
-3 Dacuments L oace arace Green BB Indirectly trusted
i ﬂhenry Henry Hunt @B Indirectly trusted
flida Ida Indigo 9B Indirectly trusted
lgjack Jack Jefferson @ Fully trusted COrline
ﬂlso-ﬁnance Finance Local Security Officer % Indirectly trusted
&Iso-production Praduction Local Security OFficer % Indirectly trusted
[ Transfer Documents (0} # lso-sales Sales Local Security Officer @ Fully trusked online
""" B Download Documents (0) o Root Security OFficer B8 Indirectly trusted
----- Search Documents {07
----- Bl all Documents (1)
----- ﬁ Deleted Documents (07
=M Users
{23 jack's documents ol | o
Kk [14 users ——— [t oxe [¥ 11k [, cnline y
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Thank You for viewing the

CipherShare Server Setup Tutorial



